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Abstract—Securing electronic health records (EHRs) in the 

Internet of Medical Things (IoMT) ecosystem is a key 

concern in healthcare due to the sector's differed 

environment. As the evolution of technology continues, 

ensuring the confidentiality, integrity, and accessibility of 

EHRs becomes more and more challenging. To enhance the 

confidentiality of healthcare picture data, this study explores 

the combined use of deep learning and cryptography 

methods. Through the utilization of weight analysis for 

improving encryption strength and the combination of 

chaotic systems to generate undetectable encryption 

patterns, it explores how deep neural networks can be 

modified for use in encryption. It also provides a survey of 

the present scenario of deep learning-based image detection 

of anomalies methods in working environments, such as 

network typologies, supervision levels, and assessment 

norms. Techniques in cryptography provide an effective 

means to protect confidential medical picture data while it's 

being transmitted and stored. Deep learning, on the other 

hand, has the ability to entirely change cryptography by 

providing robust encryption, resolution augmentation, and 

detection capabilities for medical image security. The paper 

outlines future research approaches to overcome these 

problems and tackles the opportunities and obstacles in 

medical image cryptography and industrial picture anomaly 

detection. Through this work, picture privacy in the 

healthcare and industrial sectors is advanced, opening the 

door to enhanced privacy, integrity, and availability of vital 

image data by overcoming the gap between deep learning 

and cryptography. 

Keywords—Deep Learning, Cryptography, Medical Image 

Security, Image Encryption 

I. INTRODUCTION

The healthcare sector has consistently embraced 
advances in technology in order to enhance overall 
healthcare delivery, expedite procedures, and improve 
patient care. A significant factor contributing to this 
change has been information technology (IT), which has 
transformed healthcare processes by encouraging 
improved efficiency, collaboration, and interaction [1-4]. 
Ensuring the safety and security of healthcare pictures 
transmitted via the Internet is an essential challenge for 
healthcare institutions and technology providers in the 
mostly IT-driven environment of today [5-8]. Three 
practical approaches have been developed for addressing 
these security problems: image authentication, image 
steganography, and image encryption [8–10]. These 

approaches attempt to balance the crucial need for security 
with the fundamental characteristics of medical images. 
Medical pictures are vulnerable to unauthorized use because 
they are not just processed, transferred, and stored online [11]. 
This approach provides an effective defence against unwanted 
breaches and ensures that confidential medical data remains 
protected for the duration of its existence. 

Medical images differ from characteristic images in terms 
of reliability, high pixel correlation, and large data size. 
Encrypting medical pictures has distinct obstacles, especially 
in terms of data extraction speed and accuracy. Traditional 
techniques for encryption might not always be effective in 
protecting huge medical photos. As a result, it is essential to 
protect the algorithms used in the processing of medical 
images against possible risks [12]. Chaos systems are 
commonly employed for producing pseudo-random numbers, 
for enhancing the efficiency of encryption. These systems have 
the ability of producing very random sequences, allowing for 
the development of strong encryption keys [13]. Using chaotic 
systems for producing encryption keys can help healthcare 
providers. Deep learning advancements provide possibilities to 
enhance the confidentiality of patients, safeguard against 
fraudulent activity, and ensure the accuracy and legitimacy of 
the analysis of healthcare images [14-17]. Researchers are 
constantly investigating new methods to improve amongst 
protecting personal data and using it for fundamental 
therapeutic and research purposes. Conducting in-depth review 
of existing papers is essential for obtaining an unambiguous 
understanding of the advancements in this rapidly changing 
field. In this study, we provide a comprehensive examination 
on how cryptography approaches have been incorporated into 
deep learning-based medical image processing. 

This paper aims to serve as a road-map for future 
investigations in this field, as well as providing several crucial 
contributions: 

1. An outline of recent & incipient secrecy conservancy
is presented, via special emphasis on how they can be
applied in ‘deep learning-based’ therapeutic picture
examination. Given the field's complexity, that
involves patients, hospitals, research centers, and
corporate people involved, there is an urgent need to
tackle issues about data transparency, patterns of use,
and individual privacy.

2. Using a methodical categorization of these papers
based on the use of cryptoanalysis in ‘deep learning-
driven’ medicinal image examination, this review
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provides insights into task-specific problems and 
provide solutions based on current literature.  

II. RELATED WORK  

Numerous previous study efforts have focused on 
picture security in a variety of contexts [18], with an 
emphasis on medical imagery [19]. The effectiveness of 
the proposed algorithms in securing data and images 
depends on the level of security of the encryption 
technology used. A number of methods have been 
published in the literature, having a focus on generating 
secure and unpredictable keys [20]. For example, a 
particular method suggested an approach for obtaining a 
secure key with minimal latency by using cardiogram data 
for encryption purposes [21].  

Another study provided a better approach for 
effectively concealing and scattering healthcare imaging 
information using Fibonacci sequences [22–23]. 
Furthermore, in order to generate random numbers, the 
AES method was used to enhance the safekeeping of the 
depictions that were generated [24]. In addition, an 
adaptive cypher system based on state estimation 
principles was implemented for key development [25]. 
Efforts were also made to increase the challenges 
associated with generating extremely random keys that 
develop with time and operation [26], so greatly 
enhancing the security of medical images transferred 
between both parties. 

Despite substantial advances in the procedure of deep 
learning for analysis of medical descriptions in the 
medical field, it is still exposed to a wide range of security 
threats, such as model inversion attacks [27], poison 
attacks [28], and many other security weaknesses [29–31]. 
Among these threats, adversarial attacks on medical 
imaging have garnered significant attention within the 
deep learning community, given their potential to pose 
significant safety and security risks.  

Advancements in computer science, computer 
analysis, and image processing have revolutionized 
disease analysis and treatment, particularly through the 
utilization of deep learning techniques. These techniques, 
that utilize X-rays or magnetic resonance imaging (MRI), 
have greatly improved doctors' ability for providing 
precise and rapid treatment. For example, the DCNN 
(Deep Convolutional Neural Network) technique has been 
used to detect hemorrhages in images from endoscopy of 
the capsule [37].  

Similar investigations have utilized completely 
supported as well as fully stacked FCN (Fully 
Convolutional Network) networks combined with the 
LSTM (Long Short-Term Memory) to examine large data 
sets by dividing them into smaller segments for the 
extraction of features [38]. Another approach involved 
employing a hybrid method to extract features and classify 
them using CNNs (Convolutional Neural Networks) to 
identify digestive diseases in MRI images [39].  

Furthermore, an efficient feature extraction method 
based on CNN approaches was developed for identifying 
inflammatory gastrointestinal disorders in WCE (Wireless 
Capsule Endoscopy) videos, and the recovered features 
were subsequently categorized using SVM (Support 
Vector Machine) [40]. These new applications 

demonstrate the significance of deep learning in medical 
analysis of pictures and recognizing diseases. 

A tumor can be described as abnormal proliferation of cells 
in a particular part of the body. Tumors can be divided into 
two types: tumours that are benign (non-cancerous) and 
tumors that are malignant (cancerous). In an investigation 
conducted by [41], an approach was applied to diagnose 
tumors from mammograms in a database which includes 482 
pictures. Before analysis, ambiguity in the photos was 
removed with a median filter. These characteristics were used 
in the categorization approach to figure out the existence of 
disease [42]. These methods emphasise the different 
approaches used in medical imaging analysis that help in 
tumour identification and classification. 

TABLE I. Comparison of existing encryption algorithms. 

 

In dermatology, imaging and colouring techniques are 
essential for providing an in-depth comprehension of various 
skin disorders. For better examination accuracy, methods such 
as DNN (Deep Neural Networks) are being utilised[50]. 
Recent research in this area has been centred on employing 
DNN applications to identify cancer cells in the colon [43, 44]. 
Thoracic lymph nodes and interstitial lung disease were 
additionally investigated with the CNN (Convolutional Neural 
Network) algorithm. These studies used standardised datasets 
to train the RNN (Recurrent Neural Network) algorithm, 
which produced positive outcomes in early illness 
identification and advancement management. These 
developments in AI-based imaging analysis hold the potential 
to significantly enhance diagnostic capabilities in dermatology 
and other medical areas[48,49]. 

Study Organ  Modality  Function Metrics  Encryption 
Algorithm 

[35] 
2023 

Eye MRI, CT  Classificati
on, 

Segmentati
on  

Dice 
similarity 
coefficien

t, 
Hausdorf

f 
distance, 

MSE, 
Accuracy 

U Net, 
ResUNet 

[33] 
2023  

Chest, 
Cervix
, Eye  

X-ray, 
Fundosco

py, CT 
scan 

Classificati
on, 

Detection  

Speed 
and 

Accuracy 

Explainabl
e machine 
learning 

[32] 
2023  

Skin  Dermosco
py 

Classificati
on 

PSNR, 
SSIM, 

Correlati
on 

Coefficie
nt, 

Entropy  

Cycle-
GAN 

network 

[34] 
2022 

Chest  X-ray Classificati
on  

Accuracy  Image 
diffusion 

with 
dilated 
ResNet 

[36] 
2021 

Brain MRI Segmentati
on   

Dice, 
Positive 

predictive 
value 

(PPV), 
and 

Sensitivit
y 

Two-stage 
generative 
adversarial 

neural 
network 

(ToStaGA
N) 
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III. RESEARCH METHODOLOGY  

A. Procedure  

The increasing popularity of medical imaging 
techniques has altered diagnostic and treatment methods 
in healthcare. Chest CT scans and brain MRIs, for 
example, can provide essential information into diseases 
such as lung disease and brain tumors, allowing for more 
precise identification. However, the delicate condition of 
these medical photographs raises privacy concerns, as 
unauthorized access may violate the confidentiality of 
patients and result in legal implications for organizations 
providing healthcare. As a result, efforts have been made 
to develop security mechanisms, such as cryptographic 
approaches, that safeguard these photos while 
safeguarding patient privacy. The encrypted results or 
predictions are then sent back to healthcare facilities. It's 
important to note that while the results are depicted as 
encrypted in the image, this may not always be the case. 
Authorized healthcare professionals decrypt these results 
for further analysis and decision-making purposes. 

 
Fig. 1. Cryptography procedures for medical image processing 

Cryptographic methods find extensive application in 
various facets of deep learning-driven medical image 
processing, as evidenced in existing literature. The 
subsequent sections delineate relevant studies concerning 
distinct cryptographic approaches. Figure 1 elucidates the 
manifold utilization of cryptographic techniques in 
securely managing medical images via deep learning. The 
illustration demonstrates an encryption strategy employed 
in medical image processing, alongside encrypted 
denoising techniques within IoT-centric healthcare 
frameworks. Furthermore, it showcases tumor 
classification predicated on encrypted MRI images 
through deep learning-infused medical image analysis. 
Additionally, the figure portrays the encryption of Chest 
X-ray images before compression, subsequent processing 
through deep learning algorithms, and eventual 
decompression and decryption by authorized medical 
practitioners. This underscores an end-to-end encryption 
protocol within cloud-based services, leveraging 
homomorphic encryption to bolster security during deep 
learning-powered medical image analysis. Lastly, it 
introduces a deep learning-driven key generation method 
for encrypting medical images during diverse analytical 
tasks in deep learning-based medical image analysis.  

 
Fig. 2. Behaviour of proposed image encryption within deep learning 

algorithm 

The overall methodology of the study comprises two 
primary components. Firstly, it focuses on enhancing the 
encryption method to ensure the security of medical image 
data. Secondly, it involves the classification of features 
extracted from the image using deep learning and DNN 
algorithms. In encryption, the process consists of two stages: 
confusion and diffusion. The proposed method contributes to 
both aspects of the work. In the confusion stage, pixel 
positions and sub-blocks are randomly selected with the 
assistance of the DNN algorithm. Additionally, the pixel 
values are altered under the control of the same algorithm.  

ALGORITHM 1 Inclusive projected phase for image encryption using DNN.  

1- Read images from the dataset  
2- For all images do  

2.1 Preprocessing given image 
2.2 Extract features from the image  
2.3 Create Neural Network  
2.4 Determine effective parameters in the network  

3- Update hidden layers and nodes according to certain parameters  

4- Confusion process  

4.1 Use DNN to select the partition of an image4.2 For each partition, use 
DNN to scramble  

4.3 Update cipher key 

 5- Diffusion process  

5.1 While not EOI Do 5.1 Move pixels into vector  

5.2 Use DNN to change pixel value (vertically and horizontally)  

5.3 Update cipher key  

6- Save the encrypted image to a file or transmit it through a secure channel 
for storage or further processing  

7- Return to step 2 

The algorithm outlined in Algorithm 1 presents a 
generalized approach for image encryption utilizing a DNN 
(Deep Neural Network). Initially, the images are read from the 
dataset, and for each image, a series of preprocessing steps are 
carried out. These include steps such as noise reduction and 
normalization to enhance the quality of the image data. 
Subsequently, features are extracted from the pre-processed 
image, which involves identifying key patterns or 
characteristics within the image that are relevant for 
encryption. A neural network is then created, and its 
parameters are determined based on the specific requirements 
of the encryption process. In the subsequent stage, the 
algorithm begins the confusion process, which involves 
dividing the image using the DNN to identify particular areas 
for encryption. Within every single partition, the DNN is used 
again to jumble the pixel values, adding unpredictability and 
complexity to the encryption procedure. To ensure security, 
the cypher key is regularly updated. 
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After the confusion procedure. the algorithm moves on 
to the diffusion stage. The pixels are shifted into a vector, 
and the DNN is used to modify the pixel values vertically 
and horizontally. This diffusion stage assists in 
disseminating the encrypted information throughout the 
image, thereby improving security. Again, the cypher key 
has been altered to reflect the modifications. Once the 
encryption procedure is finished, the encrypted image is 
saved to a file or sent via an encrypted connection for 
storing or further processing. The algorithm then returns 
to the initial step to process the next image in the dataset, 
iterating through the entire process until all images have 
been encrypted. Overall, this algorithm demonstrates a 
systematic approach to image encryption using DNN, 
combining both confusion and diffusion techniques to 
ensure robust security measures. 

IV. RESULTS & DISCUSSION  

A. Experimental Setup 

In addition, deep learning techniques are exposed to 
adversarial attacks, which endanger the security and 
reliability of encrypted healthcare information. To 
improve robustness to such attacks, future research should 
focus on creating robust methods for training and 
incorporating protective mechanisms into deep learning 
models. These models often demand expensive hardware 
and long training times, which makes them unfeasible in 
real-time or resource-constrained applications. To tackle 
this issue, future studies should concentrate on the 
creation of hardware accelerators, optimise techniques, 
and more efficient algorithms for accelerating 
cryptographic operations and reducing computing cost. By 
tackling these challenges and exploring new ways, 
researchers might pave the way to subsequent medical 
image cryptography systems that are more robust and 
efficient. 

B. Benchmarking 

Comparing the histograms of the encrypted image and 
its pain-image, you can see how encryption affects image 
data. Essentially, what we desire in such cases is for the 
two images to have similarities in their histogram shapes 
and forms. This would be an indication that the encryption 
process upholds at least some of the underlying patterns as 
well as key characteristics of the source image without 
compromising safety. Any inconsistencies or changes in 
this histogram imply possible problems, including 
information loss or distortion during encryption activities. 
Examining the histograms of both images is essential to 
assessing the effectiveness of the encryption method for 
safeguarding the confidentiality and safety of medical 
image data. It enables researchers and professionals to 
evaluate the impact of encryption on image quality and 
identify potential weaknesses that must be addressed in 
order to guarantee accurate and safe transmission of 
medical images. 

TABLE II: Comparing of correlation coefficient results with known 
approaches. 

Methods Horizontal Vertical Diagonal 

[47] 0.094 0.005 0.006 

[46]  0.002 0.001 0.001 

[45] −0.001 0.009 0.003 

Proposed  −0.007 0.005 −0.041 

 

Table 2 presents a benchmark comparison of correlation 
coefficient values obtained using different methods for various 
directions, namely horizontal, vertical, and diagonal. Among 
the existing methods evaluated, a method [49] yields 
correlation coefficients of 0.094 for horizontal, 0.005 for 
vertical and 0.006 for diagonal directions. Method [47] shows 
notably lower correlation coefficients of 0.002 for horizontal, 
0.001 for vertical and 0.001 for diagonal directions. 
Conversely, method [46] demonstrates mixed results, with a 
correlation coefficient of -0.001 for horizontal, 0.009 for 
vertical, and -0.003 for diagonal directions. 

 
Fig. 3. Benchmarking of Correlation Coefficients 

C. Discussion 

In comparison, the proposed method yields correlation 
coefficients of -0.007 for horizontal, 0.005 for vertical and -
0.041 for diagonal directions. These values suggest a weaker 
correlation compared to some existing methods, particularly in 
the horizontal and diagonal directions. However, it is 
important to note that correlation coefficient values closer to 
zero indicate weaker linear relationships, which may not 
necessarily imply inferior performance. Instead, they may 
reflect different characteristics of the data or methodological 
differences. Overall, the benchmarking analysis provides 
insights into the performance of the proposed method relative 
to existing approaches in terms of correlation coefficients for 
different directional components. In addition, analysis and 
confirmation of these results would be required for fully 
evaluating the efficiency and practicality of every approach in 
particular circumstances or applications. 

V. CONCLUSION  

The in-depth assessment carried out in this paper provides 
light on the widespread adoption of DL-based algorithms for 
analysis of medicinal imageries, emphasizing significance of 
security issues. Modern neural network-based deep learning 
algorithms have shown efficacy in a wide range of healthcare 
image processing tasks, including categorization, detection, 
and segmentation across various subfields. However, with 
increasing reliance on technologies for deep learning, there is 
an urgent need to address weaknesses in security. This 
investigation investigated into six different aspects of 
cryptography, with a particular focus on enhancing security, 
safeguarding privacy, investigating different encryption 
methods, developing complete encryption, and integrating 
safety measures using deep learning algorithms.  The 
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investigation highlights the significance of exploring 
distinctive security techniques customized to a lot 
presenting formats of medical pictures, as well as the 
implementation of deep learning algorithms. The 
proposed method in this paper uses deep neural networks 
to improve the security of medical images through 
techniques consisting of segmentation, random 
distribution of image components, and pixel 
randomization. The deep neural network approach enables 
secure encryption by enhancing the randomness that 
comes from confusion and diffusion processes. 
Particularly, the algorithm encourages the distribution and 
division of image blocks depending on characteristics that 
have the biggest impact on the deep neural network's 
outputs. Furthermore, the technique suggested uses pixel 
bit scrambling to alter pixel values, which enhances image 
security. The proposed algorithm's effectiveness has been 
confirmed by evaluating it against multiple parameters 
and measuring it against previous investigations. The 
results indicate that merging advanced safety precautions 
with deep learning algorithms has tremendous potential to 
enhance medical picture analysis in smart healthcare 
applications.  
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